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SPECIFICATION 

TO ALL WHOM IT MAY CONCERN: 

BE IT KNOWN, that Joel Ronning, a resident of Excelsior, Minnesota and a citizen of 
the United States and Kelly Wical, a resident of Hastings, Minnesota and a citizen of the United 
States, have invented certain new and useful improvements in 

APPARATUS AND METHOD FOR SECURE DOWNLOADING OF FILES 
of which the following is a specification. 



APPARATUS AND METHOD FOR SECURE DOWNLOADING OF FILES 



REFERENCE TO RELATED APPLICATIONS 

The present application is a continuation-in-part of United States Patent Application 
Serial No. 09/372,253, filed August 11, 1999, and entitled "Apparatus and Method for Adaptive 
Fraud Screening for Electronic Commerce Transactions," which is a continuation-in-part of 
provisional United States Patent Application Serial No. 60/110,952, filed December 4, 1998, and 
entitled "Apparatus and Method for Providing Electronic Commerce," both of which are 
incorporated herein by reference as if fully set forth. 

The present application is related to the following applications, all of which are 
incorporated herein by reference as if fully set forth: United States Patent Application of Joel 
Ronning, Kelly Wical, and Marc Kukura, entitled "Apparatus and Method for Controlling 
Distribution of Files and File Updates," and filed on even date herewith; United States Patent 
Application of Joel Ronning and Kelly Wical, entitled "Cache Management for Dynamic Web 
Pages," and filed on even date herewith; and United States Patent Application of Joel Ronning 
and Kelly Wical, entitled "Global Web Site Management," and filed on even date herewith. 

FIELD OF THE INVENTION 

The present invention relates to an apparatus and method for use in securely downloading 
files over a network. 

BACKGROUND OF THE INVENTION 

Various systems exist for distribution of files over the Internet upon purchase by users. 
With these systems, the user may shop for and purchase various products among web sites. The 
systems, in providing for electronic downloading of purchased files, must ensure that a user does 



not obtain files they have not purchased. Certain systems use passwords or wrappers to provide 
security of the files. Upon valid purchase of a file, the system provides a password to the user, 
and the user unlocks the file and downloads it to a machine using the password. Use of 
passwords, however, may complicate the purchase process for the user. In addition, passwords 
can often be broken, allowing users to fraudulently obtain files without providing payment for 
them. 

Accordingly, a need exists for an improved method and apparatus for securely 
downloading files and simplifying the download process for users who have purchased files. 

SUMMARY OF THE INVENTION 

A method and apparatus consistent with the present invention perform secure 
downloading of a file from a network upon receiving selection of a file. An order is received 
from a user for download of the selected file, and the order includes a file identifier related to the 
file and an order identifier related to the order. The file identifier and order identifier are verified 
based upon particular information related to the file and the order. Download of the file is 
selectively permitted based upon the verification. 

Another method and apparatus consistent with the present invention converts file 
identifiers for use in generating default storage file names for the corresponding files. An 
identifier related to a file is received along with a request to download the file. The identifier is 
converted to a name related to content of the file, and the name is automatically displayed in a 
request for a file name for storing the file. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an environment for providing electronic commerce. 



FIG. 2 is a block diagram of an electronic commerce system. 

FIG. 3 is a block diagram of exemplary hardware components of an electronic commerce 

system. 

FIG. 4 is a flow chart of processing for an electronic commerce system. 
FIGS. 5A-5C are a flow chart of a method for a secure downloading of files. 
FIG. 6A is a diagram of a screen for an on-line store. 

FIG. 6B is a diagram of an electronic order form for placing an order and requesting 
download of files. 

FIG. 7 is a diagram of a screen for receiving a storage location of a file to be 
downloaded. 

DETAILED DESCRIPTION 

Overview 

As shown in FIG. 1, an end user at computer 100 enters a particular client web site 102 
through connection 101 in order to shop for products, which may include, but is not necessarily 
limited to, digital products. Digital products include any information capable of being 
represented in digital form; examples of digital products include, but are not limited to, the 
following: software applications; data, music, video, books, text, audio-visual information, 
multimedia information, graphical information, fonts, and artistic works. 

The end user may view a page from the client's web site, for example, listing and 
describing various products. When the end user indicates a desire to purchase a product by, for 
example, selecting a purchase icon on the client's web page, the end user's connection 103 is 
transferred to a commerce network server providing the client's on-line web store 104, and this 



typically occurs as a background process. The end user may make a secure purchase 105 through 
page 106 from a product library and, as represented by arrow 107, the purchased product is 
delivered electronically over the network connection, physically such as by mail, or both 
electronically and physically. 

The purchase typically involves the end user entering payment and related information, 
such as a credit card number and an associated name and address. In response, the commerce 
network server determines whether to accept the order and, if accepted, may provide a secure 
download of the purchased product to the end user's computer for digital products. Determining 
whether to accept or decline the order involves the use of accessing information concerning prior 
attempted purchases using information related to or associated with the information in the order, 
and determining from the related or associated information the likelihood that the order involves 
a fraudulent attempt to obtain products. Although only one computer 100 and web site 102 are 
shown, a commerce network server may provide multiple on-line web stores 104 and may 
interact with end users at multiple computers and multiple web sites. 

Electronic Commerce System and Process 

FIG. 2 is a block diagram of an electronic commerce system 200 illustrating interaction 
between an end user machine 201 and a server 205, illustrating exemplary software modules, 
caches, and related databases. Server 205 may correspond with the commerce network server 
described above providing on-line web stores. As shown, end user machine 201 interacts 
through network 204, such as the Internet or other type of network, with server 205. End user 
machine 201 may also access a web page on an intermediate server and subsequently be 
transferred to server 205. End user machine 201 may interact directly with server 205 or interact 



through an agent module 203, which performs processing specific to a user at end user machine 
201. End user machine 201 transmits a request 228 or 229 to server 205 from agent module 203 
or page 202, possibly including a request for a particular web page, a request to purchase and 
download a digital product, or a request for a search for a particular product. Although only one 
end user machine 201 is shown, server 205 may interact via network 204 with multiple end user 
machines and multiple intermediate servers maintaining web sites accessed by users at the end 
user machines. Other examples of systems providing electronic commerce are disclosed in the 
following United States patents, all of which are incorporated herein by reference as if fully set 
forth: 5,907,617; 5,903,647; 5,887,060; 5,883,955; 5,883,954; and 5,870,543. 

In server 205, the request may be transmitted through a uniform resource locator (URL) 
spoofer module 206, which performs initial processing of the URL. In particular, URL spoofer 
module 206 changes the URL so that a web browser can display a file name for an ordered 
product in a default "save as" window. Server 205 may also misdirect the user in order to detect 
attempts to fraudulently obtain products. Alternatively, the request may be transmitted directly to 
a web server module 207, which performs initial processing on the request. 

A log in module 208 receives the request and records certain data associated with the 
request, such as the user's request, Internet Protocol (IP ) address, date and time, and particular 
demographic information. The request is then transmitted to a security module 209, which uses 
heuristics and other techniques in order to detect a person attempting to bypass particular steps of 
the process, or otherwise receive or access the products without providing payment. 

A process request module 211 first checks a page/product cache 218 to determine if the 
requested web page has been previously requested or, if applicable, the relevant product has been 



previously requested. If so, process request module 211 accesses information in page/product 
cache 218 in order to avoid repeatedly generating the same information for the same or a similar 
request. If applicable, process request module 211 also checks a search cache 217. A build 
cache module 212 within process request module 21 1, if applicable, builds information for 
storage in either of the caches. Downloaded pages are dynamically built, and only certain pages 
use information from the page cache or search cache. 

A fraud (payment) module 210, typically within process request module 211, performs 
processing necessary to conduct the payment transaction, including processing of credit card 
information. It also records payment-related information. 

A build output module 213 next assembles information for the request. It first checks a 
graphical user interface (GUI) implementation cache 216 to determine if a requested web page 
has been previously constructed and provided. If so, it may use the information in GUI 
implementation cache 216 to avoid unnecessary repeated processing of the same information. If 
applicable, a build cache module 214 within build output module 213 creates information for 
storage in GUI implementation cache 216. 

A log completion module 215 performs final processing on the request. If the request is 
only for a web page or search, log completion module 215 transmits the web page or search 
information back to end user machine 201. If end user machine 201 uses agent module 203, log 
completion module 215 may transmit information to an agent transaction server 219, which 
constructs and creates the web page based upon that information and transfers it back to agent 
module 203 for construction of the web page at page 202 on end user machine 201. 



If the request included a request for a product, log completion module 215 transmits the 
request to a download processor 224, which checks with process request module 21 1 to verify 
the authenticity of the request and perform a security check. If the request is valid, as determined 
by information transmitted back from process request module 211, download processor 224 
securely transmits the requested product from a product download file system to end user 
machine 201. The transmitted product may be transmitted through agent transaction server 219 
if end user machine 201 uses agent module 203. 

The following provides a description of each database shown in FIG. 2. A data 
warehouse database 221 provides log in information along with keys, which provides an index to 
associated information in a commerce database 223. Commerce database 223 contains data 
tables storing information related to products and requests, such as a product table, order table, 
and other such tables. A summary database 220 provides information from the data warehouse 
database in summary form. A product download database 225 provides information about 
products in digital form for retrieval by the download processor. The product file system 
contains the actual binary content of the file. This configuration provides the advantage of 
storing the products without wrappers or associated passwords, and instead providing for a 
secure download of the products. Wrappers or associated passwords may still be used, if desired. 

A site GUI/feature control database 226 and default GUI/feature control database 227 
may be accessed by process request module 211 and build output module 213 for storage and 
retrieval of information related to web sites. 

A credit card fraud database 222 stores credit card transaction information, including 
credit card processing history, and other information for adaptive fraud screening. Such 



information may thus be used in performing another security check. For example, the database 
may store a list of stolen credit card numbers. 

FIG. 3 depicts an exemplary data processing system 300 with a computer 301 illustrating 
exemplary hardware components of end user machine 201, server 205, and an intermediate 
server, if used to transfer the end user's connection. Computer 301 includes a connection with a 
network 307 such as the Internet or other type of network, which may correspond with network 
204. Computer 301 typically includes a memory 302, a secondary storage device 304, a 
processor 305, an input device 306, a display device 303, and an output device 308. 

Memory 302 may include random access memory (RAM) or similar types of memory, 
and it may store one or more applications 309 for execution by processor 305. Applications 309 
may correspond with the modules shown in FIG. 2. Secondary storage device 304 may include a 
hard disk drive, floppy disk drive, CD-ROM drive, or other types of non-volatile data storage, 
and it may correspond with the various databases shown in FIG. 2. Processor 305 may execute 
applications or programs stored in memory 302 or secondary storage 304, or received from the 
Internet or other network 307. Input device 306 may include any device for entering information 
into computer 301, such as a keyboard, cursor-control device, or touch-screen. Display device 
303 may include any type of device for presenting visual information such as, for example, a 
computer monitor or flat-screen display. Output device 308 may include any type of device for 
presenting a hard copy of information, such as a printer, and other types of output devices include 
speakers or any device for providing information in audio form. 

Although computer 301 is depicted with various components, one skilled in the art will 
appreciate that this computer can contain additional or different components. In addition, 
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although aspects of an implementation consistent with the present invention are described as 
being stored in memory, one skilled in the art will appreciate that these aspects can also be stored 
on or read from other types of computer program products or computer-readable media, such as 
secondary storage devices, including hard disks, floppy disks, or CD-ROM; a carrier wave from 
the Internet or other network; or other forms of RAM or ROM. The computer-readable media 
may include instructions for controlling a computer system, such as computer 301, to perform a 
particular method. 

FIG. 4 illustrates high-level processing 400 through electronic commerce system 200. In 
process 400, web server module 207 receives a request from end user machine 201 (step 401). 
Log-in module 208 processes the request to obtain log information (step 402). Security module 
209 performs a security check (step 403). Process request module 211 checks page/product 
cache 218 (step 405) and checks search cache 217, if applicable (step 406). Fraud module 210 
performs payment-related functions and process request module 211 processes the request and 
uses build cache module 212 to build a cache, if applicable (step 407). Build output module 213 
checks GUI implementation cache 216 (step 408), assembles information for responding to the 
request, and uses build cache module 214 to build a cache, if applicable (step 409). 

Log completion module 215 performs final processing of the request (step 410), and it 
determines if the request is a purchase request (step 411). If so, it transfers the request to 
download processor 224 (step 412), which securely downloads the requested product and 
delivers it to the end user machine 201 (step 413). If the request was not a purchase request as 
determined by step 41 1, log completion module 215 delivers page and optional search 
information to end user machine 201 (step 414). 



Commerce System 

This feature of electronic commerce system 200 involves providing a single transaction 
point for processing of electronic commerce, generally involving the series of modules shown in 
FIG* 2. Examples of the processing in this single transaction point include security, checking for 
fraud, on-line reporting, and processing orders. The benefits of providing such processing 
through a single transaction point typically include, for example, scalability, reliability of 
processing, simplicity of design by avoiding multiple disparate systems, and avoiding repeated 
processing. 

Fraud Detection and Prevention 
This feature of electronic commerce system 200 involves preventing fraud and ensuring 
security during electronic commerce transactions. An electronic commerce transaction involves 
a user electronically requesting purchase of a product and providing payment for the product. 
The user may receive the product electronically for digital products or may receive it by other 
means such as via mail service. The terms fraud and fraudulent refer to attempts by a user to 
obtain a product without providing proper payment, or otherwise not satisfying requirements for 
obtaining a product. For example, a user may attempt to use a stolen or false credit card number 
to obtain a product or attempt to tamper with the system so that the user obtains a product for less 
than the required price. As another example, certain information related to a user's order may 
tend to indicate that the user is likely to fail to provide payment, even if the credit card number 
used appears valid, and system 200 attempts to make that determination based on an analysis of 
the user's information and associated information. 



10 



The fraud detection and prevention may also involve preventing users or customers from 
having access to certain stored data such as credit card information and products. It involves 
preventing users from bypassing particular modules or processing in system 200. Users typically 
interact with system 200 in a known manner for non-fraudulent transactions. Likewise, 
particular types of interaction tend to indicate that a user is attempting to circumvent system 200 
and fraudulently obtain products. Therefore, system 200 analyzes a user's interaction, as well as 
a user's information submitted on an order typically using an order form and related information 
in a database, in order to determine a likelihood or probability that the user is engaging in 
attempted fraud during the transaction. That determination is used as a basis to either accept or 
decline the order. 

The fraud detection and prevention features of system 200 generally include functions 
within the security and fraud (payment) modules 209 and 210, as further explained below. 
System 200 may implement modules 209 and 210, or a single module or any number of modules 
to implement the features, using software stored in memory 302 or secondary storage 304 for 
execution by processor 305. Modules 209 and 210 may also be implemented using program 
products or a combination of software and specialized hardware components. In addition, the 
modules may be executed on multiple processors for processing a large number of transactions, if 
necessary or desired. 

An exemplary implementation of modules 209 and 210 for fraud detection and prevention 
is disclosed in U.S. Application Serial No. 09/372,253, filed August 11, 1999, and entitled 
"Apparatus and Method for Adaptive Fraud Screening for Electronic Commerce Transactions." 
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Global Web Site Management 
This feature of electronic commerce system 200 involves providing centralized 
management of host sites, managing all host sites through a central database. It may include, for 
example, extending a look and feel of a particular web site into another web site. For example, 
when an intermediate server transfers an end user's connection to a commerce network server, as 
described with respect to FIG. 1, the commerce network server may transmit a page having the 
same look and feel as the page on the intermediate server, thus providing an apparent seamless 
transition to the end user. 

This feature also may include making local changes to a large number of managed web 
sites. Therefore, instead of making similar changes to each individual web site, system 200 may 
broadcast those particular changes and make the corresponding changes to the managed web 
sites. It thus provides an advantage, for example, of easily making changes to a large number of 
web sites. For example, it may automatically broadcast a few particular features every week to 
the managed web sites in order to regularly update the sites. 

Security Area 

This feature of electronic commerce system 200 provides for securely storing clients' 
products and providing a secure download process, typically without the use of wrappers or 
passwords. This feature generally involves the series of modules shown in FIG. 2. It includes a 
database type of security intended at least to simplify the purchase process for a user. A user 
typically only enters a credit card number or other payment information and in response the 
requested product is downloaded to the user's machine. 
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Therefore, while passwords may be used for security, a password is not required for the 
user to obtain a purchased file. In addition, the system converts an identifier for the file such that 
it automatically defaults to a storage file name having a certain relationship to the file content. 
This conversion may simplify the download process for the user and provide the convenience of 
having a default storage file name related to the file. The term "file" refers to any type of digital 
product. A file may include associated information concerning the file, such as a name and size, 
which is possibly useful for downloading purposes. Alternatively, a file may include only a 
digital product itself or a portion of a digital product. 

FIGS. 5A-5C are a flow chart of a method 500 for secure downloading of files. Method 
500 may be implemented within software modules or program products for execution by 
download processor 224 providing for download of a file to user machine 201, for example. For 
performing the downloading, download processor 224 may interact with a web browser or other 
application on user machine 201 for network or Internet access; examples of web browsers 
include the Netscape Navigator program and the Microsoft Internet Explorer program. 

FIGS. 6 A, 6B, and 7 illustrate examples of screens for use with method 500. The term 
"screen' 1 refers to any visual element or combinations of visual elements for displaying 
information; examples include, but are not limited to, user interfaces on a display device or 
information displayed in web pages or in windows on a display device. The screens may be 
formatted, for example, as web pages in HyperText Markup Language (HTML), or in any other 
suitable form for presentation on a display device depending upon applications used by users to 
interact with the system. 



13 



The screens include various sections, as explained below, to provide information or to 
receive information or commands. The term "section" with respect to screens refers to a 
particular portion of a screen, possibly including the entire screen. Sections are selected, for 
example, to enter information or commands or to retrieve information or access other screens. 
The selection may occur, for example, by using a cursor-control device to "click on" or "double 
click on" the section; alternatively, sections may be selected by entering a series of key strokes or 
in other ways such as through voice commands or use of a touch screen. In addition, although 
the screens shown in FIGS. 6A, 6B, and 7 illustrate a particular arrangement and number of 
sections in each screen, other arrangements are possible and different numbers of sections in the 
screens may be used to accomplish the same or similar functions of displaying information and 
receiving information or commands. Also, the same section may be used for performing a 
number of functions, such as both displaying information and receiving a command. 

In executing method 500, shown in FIGS. 5A-5C, download processor 224 maintains a 
database of information concerning electronic commerce transactions for use in performing 
security checks. These transactions may involve users' or customers' requests to download a 
product, such as a digital product. Table 1 illustrates an exemplary database structure for use in 
performing the security checks. 
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Table 1 
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ORDER includes: 


orderjd 


customer_id 


trans_id 


date 


ORDER is associated with: 










VERSION 1, which includes: 


version_id 1 


name 1 


price 1 














VERSION N, which includes: 


version_id N 


name N 


price N 





When a user, also referred to as a customer, submits a request for an order from user 
machine 201 to server 205, download processor 224 generates a database entry for the order. 
10 The submitted order includes a URL containing information for the order, and the URL identifies 
S a file at server 205; a program is run at server 205 to find the actual storage location based upon 
0 the identification of the file. The order may include the following information: an order 

2 identifier (orderjd) is a unique code identifying this order; a customer identifier (customerjd) is 

r " a unique code identifying the customer who submitted this order; a transaction identifier 

15 (trans_id) is a code generated by a web browser used to submit this order; and a date identifies 
4 the date when this order identifier was generated. 

Each order is associated with one or more products. A version is used to identify each 
product, such as a digital product, in the order. Each version associated with this order may 
include the following information: a version identifier (versionjd) is a unique code, such as a 
20 StockKeeping Unit (SKU), identifying a product; a name is a name of the product; and a price 

identifies a price for the product. The information in the order and associated versions are further 
explained below. 
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With each order, for example, a user may have multiple products identified in an 
electronic order form, examples of which are referred to as a "shopping cart" or "shopping 
basket" for electronic commerce transactions. When the user submits the order, the information 
for the order and association versions (identified products) is sent to download processor 224 
through network 204. Download processor 224 then performs several security checks, at least 
some of which use the received order and version information. If the transaction passes all 
security checks, download processor 224 permits user machine 201 to download one or more 
ordered files. 

Method 500 illustrates the security checks and other processing of an order. In method 
500, the user selects a URL (step 502). The selection of the URL typically occurs at a web site 
providing certain products for sale. Therefore, a user may electronically shop among various 
web sites and, upon viewing a product or file to be purchased, select an identifier corresponding 
to the file in order to select its URL. For example, a product may be identified by an icon 
displayed on a web page, and the user may select the icon in order to select a URL associated 
with it. Various types of file identifiers may be used to identify a file and possibly its network 
address or storage location. Examples include URLs or uniform resource identifiers (URIs), and 
using URLs provide for a common and standard file type identifier. 

FIG. 6 A is a diagram of an exemplary electronic store screen for permitting electronic 
shopping of products or files. Electronic store screen 559 may display, for example, the 
identification of various products or files as shown in section 561 for a first product, section 563 
for a second product, and section 565 for a third product. The identification of the products or 
files may be shown through a displayed icon, product description, URL, or other such identifier. 
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The displayed information is linked to a URL such that, even if the URL is not displayed, 
selection of the product or file identifier results in selection of the corresponding URL. Table 2 
provides an example of a URL structure associated with a file. This structure illustrates 
identification of an order identifier, a version identifier, and possibly other name- value pair 
information such as other version identifiers for ordering multiple products. 

Table 2 

http://spf.domain-name 
/OE)=order identifier (name- value pair) 
&HD=version identifier (name-value pair) 
&other name- value pair 1 

&other name-value pair N 
&NAME==/file-name.exe 



Upon detecting the selected URL, download processor 224 generates an order identifier 
for the selected file, stores the order identifier, and displays it in an electronic order form with the 
file identifier (step 504). By storing the order identifier, download processor may subsequently 
use the stored (valid) order identifier to verify a transaction. FIG. 6B is an example of a screen 
having an electronic order form 560 displaying selected files to the user through a web browser 
on the user's machine. In particular, order form 560 may be displayed as an HTML web page. 
Electronic order 560 provides an example of an order number 562 corresponding to the generated 
order identifier in step 504. An order identifier in this example is a randomly generated and 
unique code associated with a particular order and contained in the received URL. Download 
processor 224 maintains a database of the generated order identifiers, associated with each order, 
for use in verifying orders. Order identifiers may include any type of unique code generated 

17 



from, for example, alphanumeric information and possibly other characters to identify a 
particular order. 

An encrypted order identifier is specified in the second line of the URL structure provided 
in Table 2 after the code 7010=". The code 70ID" permits download processor 224 to locate 
the order identifier (name- value pair) in the received URL. In order to verify the received order 
identifier, download processor 224 compares it with the stored generated order identifiers in 
order to determine if the received order identifier matches a stored generated order identifier. 
Therefore, download processor 224 may determine if, for example, a user tampered with or 
otherwise altered the order identifier in the received URL. Order identifiers may be transmitted 
to download processor 224 encrypted with any type of encryption technique, as in this example. 

As illustrated in order form 560, a quantity section 564 displays an indication of a 
quantity of each digital product or file selected by the user, a product name section 566 identifies 
a selected product, an operating system (OS) section 568 identifies a type of operating system for 
the selected file if available, a mode section 570 displays a mode by which the user desires to 
receive the file, and a price section 572 displays a price for the file. 

In this example, mode section 570 indicates that the file is to be electronically 
downloaded. OS section 568 is optional in that files may include digital products other than 
software applications, as mentioned above. An update section 574 may be used to update the 
selected files upon selection by a user, and a section 576 displays a total price for the selected 
files. Order form 560 also provides the user with options such as a shopping section 578 to 
continue on-line shopping and an order section 580 to place a secure order for the selected files. 
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In method 500, the user next requests an option after selecting a file (step 506). For 
example, the user may select shopping section 578 to continue shopping at a web site (step 508), 
select order section 580 to place a secure order for the selected files (step 510), or select other 
options (step 512). Other options may include performing a search for particular products or 
files. Based upon such other option, if selected, the system executes the option (step 513). 

Upon a user's selection of order section 580 to place an order, or selection of another 
option to request a download of a file, user machine 201 transmits an order to server 205 with an 
encrypted order_id and one or more encrypted version_ids (step 514). An "order" is a request to 
download a particular file. In this example, the order specifies the URL, which contains the 
order identifier and version identifier. Also, an order may contain or be associated with other 
information, such as the customer identifier and date information, as described above. 

The selected URL which is associated with the file is sent to URL spoofer module 206 
(step 516). URL spoofer module 206 changes a format of the URL in order to convert the URL 
for compatibility with certain web browsers (step 517). In particular, URL spoofer module 206 
converts the URL such that it provides the web browser with a default file name for storing the 
file. 

Table 3 provides an example of the URL structure shown in Table 2 before and after the 
spoofing step. 
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Table 3 



Before Spoof: 

http://spf.domain-name 
/OID=order identifier (name-value pair) 
&HD=version identifier (name- value pair) 
&other name-value pair 1 

&other name-value pair N 
&NAME=/file-name.exe 



After Spoof: 

http ://w ww .domain-name 
?OID=order identifier (name-value pair) 
&HD=version identifier (name-value pair) 
&other name- value pair 1 

&other name-value pair N 
&NAME=file-name.exe 



In this example, the spoofing conversion of the URL for web browser compatibility 
includes the following formatting changes. The "spf ' in the first line is changed to "www," 
meaning that an intermediate web server intercepted the URL in order to perform the conversion 
and sent the converted URL to download processor 224 for the security checks. In the second 
line, the 7" symbol has been changed to a "?" symbol. The second line contains an encrypted 
order identifier. In the last line, the 7" symbol has been removed before the file name, in this 
example "file-name.exe". By changing the 7" symbol to a "?" symbol in the second line, certain 
web browsers recognize the second line as a name- value pair. By also removing the 7" symbol 
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in the last line, those web browsers will generate a default storage location having the file name, 
thus providing compatibility for those web browsers. 

HyperText Transport Protocol (HTTP) URLs use Common Gateway Interface (CGI) 
protocol for standard communication between a web browser on a user machine and a server. 
Download processor 224, for example, uses HTTP URLs for the user's order. CGI protocol uses 
the "?" symbol in the URL to designate a query string, which includes name-value pairs separated 
by M &" symbols. Download processor 224 parses the query string by detecting the "& M symbols 
to identify the name-value pairs, such as the order identifier and version identifier. Accordingly, 
at least for certain types of web browsers, replacing the 7" symbol with a symbol is required 
to signify the name- value pairs to those web browsers. 

With those changes in format, when a user requests that a web browser save a file, the 
web browser displays a save screen 590, an example of which is shown in FIG. 7, and displays a 
default storage file name in a name section 592 for the user to either accept or change. By using 
the spoofing conversion for all web browsers, they generate a default file name having the true 
name of the file and thus automatically provide and display a file name for storing the file having 
some relation to the content of the file. Instead of generating a storage location of "C:\program 
files\default n they generate a storage location of "C:\program files\file-name.exe" in this example, 
where "file-name" would be the actual name of the file. In this manner, if a user repeatedly 
downloads files, the user need not manually enter file names for storage locations and the same 
default storage location will not be generated and displayed for the same files. The spoofing 
conversion thus provides a convenience to the user in the default file name provided by the user's 
web browser, which uses the file name to specify a storage location on the user's machine. Steps 

21 



516 and 517 are optional in that download processor 224 need not necessarily convert the URL 
for a download process. 

Upon receiving the order, server 205 may determine if authorization is required (step 
520). For certain systems, the user may require authorization in addition to the security features 
of the download process in method 500. If authorization is required, the system determines if 
authorization has been provided for this user (step 522), An example of a system for determining 
and providing such authorization is described in U.S. Application Serial No. 09/372,253, filed 
August 11, 1999, and entitled "Apparatus and Method for Adaptive Fraud Screening for 
Electronic Commerce Transactions." The providing of authorization may also be indicated by 
the system not denying authorization to the user. 

If authorization is provided, download processor 224 performs a number of security 
checks before permitting download of the file. Download processor 224 determines if the URL 
order identifier exists for the selected file (step 524). If the URL order identifier exists, 
download processor 224 determines if it is valid, active, and non-suppressed (step 526). By 
maintaining the database of the generated order identifiers, download processor 224 may also 
associate certain status information with the order identifiers. For the status information, the 
term "valid" means that the order identifier exists in the database, the term "active" means that 
the order was not canceled before download, and the term "non-suppressed" means that the order 
was not canceled after download. Other types of status information may be stored and used with 
order identifiers as well. 

Download processor 224 also determines if the URL order identifier has been charged to 
a credit card number or if payment have otherwise been provided (step 526). It may 
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communicate with another database or module authorizing and providing for payment in order to 
determine the payment status. 

If both conditions are satisfied (steps 524 and 526), download processor 224 then 
determines if the URL version identifier is valid (step 528). A version identifier is a number in 
this example that identifies a product, such as a digital product, requested through the order. 
Version identifiers may include any type of unique code or other information to identify a 
product. The version identifier in this example is a part of the URL. The unique code for the 
version identifier may be generated from, for example, alphanumeric information and possibly 
other characters. 

An encrypted version identifier is specified in the third line of the URL structure shown 
in Table 2 after the code "&IID=\ The code "HD" permits download processor 224 to locate the 
version identifier (name-value pair) in the received URL. Download processor 224 maintains a 
database of valid version identifiers for particular products and compares the version identifier in 
the received URL with the version identifiers in the database to determine if the version identifier 
in the received URL corresponds with a valid version identifier. Therefore, download processor 
224 may determine, for example, if a user tampered with or otherwise altered the version 
identifier in the received URL. Version identifiers may be transmitted to download processor 
224 encrypted with any type of encryption technique, as in this example. 

If the security check in step 528 is satisfied, download processor 224 retrieves the 
transaction identifier related to the URL order identifier and compares it with the user's cookie 
file on user machine 201 (step 530). Cookie files are known in the art and include data created 
by a web server and stored on a user's machine. Cookie files contain a range of URLs (network 
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addresses) for which they are valid. When the user's web browser encounters those URLs again, 
it sends the specific cookie files for the URLs to the web server. 

Transaction identifiers are known in the art with respect to conventional web browsers, 
which automatically generate and transmit transaction identifiers for communication between the 
web browser and a server. Download processor 224 verifies the transaction identifier by 
determining if a match is provided between the transaction identifier in the cookie file and the 
transaction identifier in the URL. If they match, the transaction has passed this security check 
(step 532). 

Download processor 224 then verifies the customer identifier by determining, for 
example, if the customer identifier associated with the order is set to fraud or inactive (step 534). 
For certain systems, an indication may be manually entered into a database containing or 
associated with the orders to deny purchases to particular users who, for example, have been 
associated with fraudulent transactions in the past. A customer identifier includes any type of 
code or other information identifying a particular customer, and it may be sent with the URL 
when the customer places an order. Alternatively, it may be associated with the order when the 
order identifier is generated and subsequently retrieved upon receiving the customer's order. 
Other types of verification of a customer identifier may be used. 

If the transaction passes the security check in step 534, download processor 224 verifies a 
time parameter related to submission of the order. It performs the verification by determining if 
the download requested occurred on the same day as detection of commerce activity (step 536). 
Commerce activity includes any type of particular activity related to an order. In this example, 
commerce activity includes the act of purchasing a product, which results in generation of an 
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order identifier, or visiting a customer service web site related to the order or products in the 
order. Download processor 224 checks to determine if the order was submitted on the same day 
as the order identifier was generated by comparing the date information associated in the order 
with a current date as maintained by an internal clock in server 205 or download processor 224. 
The time parameter may include activity occurring on the same day, as in this example, or other 
defined time-based events such as determining if submission of the order and generation of the 
order identifier occur within the same week. 

If the security check in step 536 is satisfied, download processor 224 determines if the 
user has exceeded a permitted number of requested downloads (step 538). Download processor 
224 may be configured to permit only a particular number of download attempts for the same 
URL for the same user. In this example, download processor permits only fifteen download 
attempts for the same URL by the same user; however, it may be configured to permit any 
number of download attempts. Download processor 224 stores the number of download attempts 
associated with the user's submitted URLs to perform the verification. 

If the security check in step 538 is satisfied, download processor 224 determines if the 
user has exceeded a permitted number of successful downloads (step 540). Download processor 
224 may be configured to permit only a particular number of successful downloads for a 
particular file by a particular user. In this example, download processor permits only six 
successful downloads for the same file by the same user; however, it may be configured to permit 
any number of download attempts. Download processor 224 stores the number of successful 
downloads associated with the user's submitted URLs to perform the verification. 
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If the transaction satisfies the security check in step 540, as well as all the previous 
security checks, the download transaction has been approved and download processor 224 
initiates downloading the file (step 542). 

Download processor 224 may automatically generate a file name for use by the web 
browser in storing the file. Therefore, the system typically prompts the user for a storage location 
and file name for storing the file and automatically displays a default file name based upon the 
file identifier in the converted URL from URL spoofer module 206 (step 544). 

Save screen 590 (FIG. 7) may be displayed to a user in order to request a storage location 
and display a default location. Screen 590 includes name section 592 in which to display a file 
name for storing the file and possibly receive a file name from the user. The user may select 
section 594 in order to initiate the download to save the file using the file name entered in section 
592, or the user may select section 596 in order to cancel the requested download. Download 
processor 224 thus receives a file name for storing the file upon the user's selection of section 
594 (step 546). 

Download processor 224 then downloads the file to the user's machine, and the web 
browser at the user's machine uses the received file name specified in section 592 to store the file 
(step 548). The download may occur through conventional HTTP communication, using any 
wireline or wireless network. 

Download processor 224 may automatically download the file to a temporary folder on 
user machine 201 such as "C:\tempV on the hard disk drive for the user machine. In 
downloading the file to the temporary folder, it may store the file under the name entered by the 
user or under the file name generated by URL spoofer module 206. Another example of a system 

26 



for managing downloading of files is described in U.S. Application of Joel Ronning, Kelly 
Wical, and Marc Kukura, entitled "Apparatus and Method for Controlling Distribution of Files 
and File Updates," and filed on even date herewith. 

Accordingly, the user need only select the file and request downloading of the file to 
5 initiate the download process security checks. If the transaction did not pass any of the . 

exemplary security checks identified above (steps 522, 524, 526, 528, 532, 534, 536, 538, and 
540), the download was not approved and the system declines download of the file (step 550). 

Method 500 may include more or fewer security checks than shown. Also, the particular 
steps may be executed in other sequences, since a particular sequence of steps for the security 
\vj0 checks, such as the one shown, is not necessarily required to perform all the security checks. The 
, h security checks may be performed in addition to other types of security checks or features 

HI performed by server 205. 

^ Cache Management for Dynamic Web Pages 

This feature of electronic commerce system 200 concerns a dynamic cache providing for 
j.5 a fast page response and dynamic pages, typically guaranteeing that pages contain current 
Q information. It generally involves caches 216, 217 and 218 shown in FIG. 2, providing cache 

processing for three areas: product searching; GUI implementation (particular features on a web 
page); and static page building (a web page as a whole). 

The complexity of product searching often affects speed of a response. Providing caching 
20 of information means that the same information need not be repeatedly retrieved from an external 
database and constructed into a responsive web page. Rather, the information may be cached 
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locally and quickly retrieved in response to the same or a similar request. This feature maintains 
up-to-date information by knowing to create and destroy information interactively for the caches. 

Intelligent Agent 

An intelligent agent includes an application that resides locally on a client machine in 
5 order to perform processing specific to a user of the machine, generally involving agent module 
203 and agent transaction server 219 shown in FIG. 2. It includes at least two aspects, a pull side 
and a push side. The pull side involves the agent obtaining information and knowing how to link 
to a server and provide the information to the user in a personal way, customized for that user. It 
shields the user from the order process, for example, in order to simplify it. The agent may also 
"|0 perform system management, for example, performing a background process that scans the user's 
•h system in order to manage licensed software, perform archival control, and perform other such 
TO processing. 

y The push side involves making special information available to the user through the 

CI agent. For example, if the user already ordered a particular product, the agent may inform the 

user of any bugs in the product, product upgrades, or related products. That information is 
□ "pushed" to the agent from the server. The server may provide initial filtering of information 

given to the agents, and the agents perform additional filtering in order to present the information 
in a specific way to the user. 

An example of an agent program is described in U.S. Application of Joel Ronning, Kelly 
20 Wical, and Marc Kukura, entitled "Apparatus and Method for Controlling Distribution of Files 
and File Updates," and filed on even date herewith. 
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While the present invention has been described in connection with an exemplary 
embodiment, it will be understood that many modifications will be readily apparent to those 
skilled in the art, and this application is intended to cover any adaptations or variations thereof. 
For example, different labels for the various modules and databases, and various hardware 
embodiments for the servers and machines, may be used without departing from the scope of the 
invention. This invention should be limited only by the claims and equivalents thereof. 
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WHAT IS CLAIMED IS: 

1 . A method for secure downloading of a file from a network, comprising: 
receiving selection of a file; 

receiving an order from a user for download of the selected file, the order including a file 
identifier related to the file and an order identifier related to the order; 

verifying the file identifier based upon particular information related to the file; 

verifying the order identifier based upon particular information related to the order; and 

selectively downloading the file based upon the verification of the file identifier and the 
verification of the order identifier. 

2. The method of claim 1 wherein the receiving step includes receiving selection of a 
uniform resource locator for the file. 

3. The method of claim 1 wherein the verifying the file identifier step includes verifying a 
version identifier related to the file. 

4. The method of claim 1 wherein the verifying the file identifier step includes verifying a 
uniform resource locator for the file. 

5. The method of claim 4 wherein the verifying the file identifier step further includes 
determining whether the uniform resource locator is valid, active, non-suppressed, or charged. 
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6. The method of claim 4 wherein the verifying the file identifier step further includes 
verifying a cookie file associated with the order. 

7. The method of claim 1 wherein the verifying the order identifier step includes verifying a 
customer identifier associated with the user. 

8. The method of claim 1, further including verifying a transaction identifier associated with 
the order, and wherein the permitting step further includes permitting download of the file based 
upon the verification of the transaction identifier. 

9. The method of claim 1 wherein the downloading step further includes selectively 
downloading the file based upon a number of requested downloads associated with the file 
identifier. 

10. The method of claim 1 wherein the downloading step further includes selectively 
downloading the file based upon a number of successful downloads of the file. 

1 1. The method of claim 1 wherein the downloading step further includes selectively 
downloading the file based upon a time parameter related to submission of the order. 

12. The method of claim 1, further including storing the file in a temporary folder during the 
download. 
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13. The method of claim 1 , further including requesting identification of a file name for 
storing the file during the download. 

14. The method of claim 13, further including displaying a default identification as the file 
name for storing the file based upon an identification of the file. 

15. The method of claim 14, further including transmitting the generated order identifier for 
display to the user, 

16. The method of claim 1 wherein the downloading step includes denying the download 
based upon a customer identifier associated with the user. 

17. A method for converting file identifiers for use in generating default storage file names 
for the corresponding files, comprising: 

receiving an identifier related to a file; 

receiving from a user a request to download the file; 

converting the identifier to a name related to content of the file; and 

automatically displaying the name in a request for a file name for storing the file. 

18. The method of claim 17 wherein the receiving the identifier step includes receiving a 
uniform resource locator related to the file. 
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19. The method of claim 18 wherein the converting step includes changing a format of the 
uniform resource locator to accommodate particular web browsers. 

20. The method of claim 17 wherein the displaying step includes displaying a screen having a 
section displaying the name. 

21. The method of claim 20 wherein the displaying the screen step includes permitting the 
user to enter a file name for storing the file. 

22. The method of claim 17 wherein the converting step includes changing a network address 
associated with the file. 

23. An apparatus for secure downloading of a file from a network, comprising: 
a selection module for receiving selection of a file; 

a receive module for receiving an order from a user for download of the selected file, the 
order including a file identifier related to the file and an order identifier related to the order; 

a file identifier module for verifying the file identifier based upon particular information 
related to the file; 

an order identifier module for verifying the order identifier based upon particular 
information related to the order; and 

a download module for selectively downloading the file based upon the verification of the 
file identifier and the verification of the order identifier. 
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24. The apparatus of claim 23 wherein the selection module includes a module for receiving 
selection of a uniform resource locator for the file. 

25. The apparatus of claim 23 wherein the file identifier module includes a module for 
verifying a version identifier related to the file. 

26. The apparatus of claim 23 wherein the file identifier module includes a module for 
verifying a uniform resource locator for the file. 

27. The apparatus of claim 26 wherein the file identifier module further includes a module for 
determining whether the uniform resource locator is valid, active, non-suppressed, or charged. 

28. The apparatus of claim 26 wherein the file identifier module further includes a module for 
verifying a cookie file associated with the order. 

29. The apparatus of claim 23 wherein the order identifier module includes a module for 
verifying a customer identifier associated with the user. 

30. The apparatus of claim 23, further including a module for verifying a transaction 
identifier associated with the order, and wherein the permission module further includes a 
module for permitting download of the file based upon the verification of the transaction 
identifier. 
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3 L The apparatus of claim 23 wherein the download module further includes a module for 
selectively downloading the file based upon a number of requested downloads associated with 
the file identifier. 

32. The apparatus of claim 23 wherein the download module further includes a module for 
selectively downloading the file based upon a number of successful downloads of the file. 

33. The apparatus of claim 23 wherein the download module further includes a module for 
selectively downloading the file based upon a time parameter related to submission of the order. 

34. The apparatus of claim 23, further including a module for storing the file in a temporary 
folder during the download. 

35. The apparatus of claim 23, further including a module for requesting identification of a 
file name for storing the file during the download. 

36. The apparatus of claim 35, further including a module for displaying a default 
identification as the file name for storing the file based upon an identification of the file. 

37. The apparatus of claim 36, further including a module for transmitting the generated 
order identifier for display to the user. 
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38. The apparatus of claim 23 wherein the download module includes a module for denying 
the download based upon a customer identifier associated with the user. 

39. An apparatus for converting file identifiers for use in generating default storage file 
names for the corresponding files, comprising: 

an identifier module for receiving an identifier related to a file; 

a receive module for receiving from a user a request to download the file; 

a conversion module for converting the identifier to a name related to content of the file; 

and 

a display module for automatically displaying the name in a request for a file name for 
storing the file. 

40. The apparatus of claim 39 wherein the identifier module includes a module for receiving 
a uniform resource locator related to the file. 

4 1 . The apparatus of claim 40 wherein the conversion module includes a module for 
changing a format of the uniform resource locator to accommodate particular web browsers. 

42. The apparatus of claim 39 wherein the display module includes a screen module for 
displaying a screen having a section displaying the name. 
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43. The apparatus of claim 42 wherein the screen module includes a module for permitting 
the user to enter a file name for storing the file. 

44. The apparatus of claim 39 wherein the conversion module includes a module for 
changing a network address associated with the file. 

45. A computer program product, comprising: 

a computer-readable medium containing instructions for controlling a computer system to 
perform a method for secure downloading of a file from a network, the method including: 
receiving selection of a file; 

receiving an order from a user for download of the selected file, the order including a file 
identifier related to the file and an order identifier related to the order; 

verifying the file identifier based upon particular information related to the file; 

verifying the order identifier based upon particular information related to the order; and 

selectively downloading the file based upon the verification of the file identifier and the 
verification of the order identifier. 

46. The computer program product of claim 45 wherein the receiving selection step includes 
receiving selection of a uniform resource locator for the file. 

47. The computer program product of claim 45 wherein the verifying the file identifier step 
includes verifying a version identifier related to the file. 
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48. The computer program product of claim 45 wherein the verifying the file identifier step 
includes verifying a uniform resource locator for the file. 

49. The computer program product of claim 48 wherein the verifying the file identifier step 
further includes determining whether the uniform resource locator is valid, active, non- 
suppressed, or charged. 

50. The computer program product of claim 48 wherein the verifying the file identifier step 
further includes verifying a cookie file associated with the order. 

5 1 . The computer program product of claim 45 wherein the verifying the order identifier step 
includes verifying a customer identifier associated with the user. 

52. The computer program product of claim 45, further including verifying a transaction 
identifier associated with the order, and wherein the permitting step further includes permitting 
download of the file based upon the verification of the transaction identifier. 

53. The computer program product of claim 45 wherein the downloading step further 
includes selectively downloading the file based upon a number of requested downloads 
associated with the file identifier. 
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54. The computer program product of claim 45 wherein the downloading step further 
includes selectively downloading the file based upon a number of successful downloads of the 
file. 

55. The computer program product of claim 45 wherein the downloading step further 
includes selectively downloading the file based upon a time parameter related to submission of 
the order. 

56. The computer program product of claim 45, further including storing the file in a 
temporary folder during the download. 

57. The computer program product of claim 45, further including requesting identification of 
a file name for storing the file during the download. 

58. The computer program product of claim 57, further including displaying a default 
identification as the file name for storing the file based upon an identification of the file. 

59. The computer program product of claim 58, further including transmitting the generated 
order identifier for display to the user. 

60. The computer program product of claim 45 wherein the downloading step includes 
denying the download based upon a customer identifier associated with the user. 
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61. A computer program product, comprising: 

a computer-readable medium containing instructions for controlling a computer system to 
perform a method for converting file identifiers for use in generating default storage file names 
for the corresponding files, the method including: 

receiving an identifier related to a file; 

receiving from a user a request to download the file; 

converting the identifier to a name related to content of the file; and 

automatically displaying the name in a request for a file name for storing the file. 

62. The computer program product of claim 61 wherein the receiving the identifier step 
includes receiving a uniform resource locator related to the file. 

63. The computer program product of claim 62 wherein the converting step includes 
changing a format of the uniform resource locator to accommodate particular web browsers. 

64. The computer program product of claim 61 wherein the requesting step includes 
displaying a screen having a section displaying the name. 

65. The computer program product of claim 64 wherein the displaying the screen step 
includes permitting the user to enter a file name for storing the file. 
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66. The computer program product of claim 61 wherein the converting step includes 
changing a network address associated with the file. 
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ABSTRACT 

A download processor for secure downloading of a digital product file when ordered by a 
user. The order includes a file identifier related to the file and an order identifier related to the 
order. The download processor performs security checks related to the file, the order, and the 
user. The file identifier and order identifier are verified based upon information related to the file 
and the order, and information related to the user is also verified. Based upon the verifications, 
the download processor selectively permits or denies download of the file to a user machine. 



42 



Fig. 2 



202- 



Paqe 



End User Machine 



20 



Agent 
transaction 
server 




Agent Module 



Network 
229 k 228 



-201 




URL spoofer 
module 



206 



Web server module 



Log in module 



Server 



-218 



Security module 



211- 



Page/product 
cache 



-217 



Search 
cache 



Fraud (payment) 
module 



Process 
request 
module 



-210 



212 



Build cache 
module 




^214 



^-215 



Log completion module 



226 
227- 



Site GUI/feature 
control database 

Default GUI/feature 
control database 



Download 
processor 



Product 
download 
database 



-224 



-225 



200 



220 





/ 




Build 


Build cache 






output module 


module 







Summary 
database 



221 



Data 
warehouse 
database 



222 



Credit card 

fraud 
database 



Commerce 
database 



Fig. 4 



(^^Begin^^) 



400 



Web server module receives request from end user machine 



^401 



Log in module processes the request to obtain log in information ^402 



Security module performs a security check 



^403 



Process request module checks page/product cache 



Process request module checks search cache, if applicable 



-405 



406 



Fraud module performs payment-related functions, and process [^4qj 
request module processes the request and builds cache, if applicable 

i 



Build output module checks GUI implementation cache 



Build output module assembles information for the request and 
builds cache, if applicable 



Log completion module performs final processing of the request 




408 



-409 



-410 



412 



Yes 



Transfer to 
download 
processor 



414 



Deliver page and optional search 
information to end user machine 




End 




t / 



413 



Download 
product and 
deliver to 
end user machine 



Fig. 5A 




Begin 



500 



User selects a URL 



Generate orderjd, store, and display 
in electronic order form 

with file i dentifier 



-502 



-504 



User requests an option 



X506 



Shopping 



508 



Download 



^-510 



Other 
Option 



-512 



514- 



User transmits order including a URL 
with encrypted orderjd and versionjd 



516- 



1 



URL sent to URL spoofer module 



517-x 



1 



URL spoofer module changes 
format of URL to convert 
URL for compatibility 



520 



No /Authorization 
required? 




Execute other 
option 



513 



522 



No 



<A) 



Yes 




B 



Fig. 5B 




Fig. 5C 

® 



536 



-550 



Download not 
approved 




No 



-(A) 



Yes 



540 



Yes 



<A) 



Download approved; initiate download 



Prompt user for storage location and file name, 

and automatically display default file name 
based on the file identifier in the converted URL 
from the URL spoofer module 



Receive storage file name 



Download file and store on user's 
machine at storage location 



-542 



-544 



-546 



-548 



<EnT> 



6A 



-559 



X 



Electronic Store 



Product 1 



-561 



Product 2 




Product N 




6B 



-560 



X 



Your Shopping Cart 
Order Number: DR1 234567- 562 



Qty 


Product Name 


OS 


Mode 


Price 


1 


Product 1 


95/98 


The Net 


$9.95 


• 
• 
* 










Update 
Total 


I 




Total 





574 



Continue 
shopping 



578 



Place 
secure 
order 



^-580 



^576 



Fig. 7 



X 



-592 



□ 

'.3 

ru 
«s 




596 




Q 
I s * 

ru 



